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1. Observagoes

* E necessério ser administrador local da maquina.

* Recomenddvel estar com o sistema atualizado.

* Seja estiver instalado, pule para o tépico 3 - configuragées.
* Se ndo estiver abrindo, reinicie o computador.

2. Instalacao

Apds download execute o instalador “ForticlientVPN.exe”, marque a caixa de
selecdo a esquerda e clique em Next conforme abaixo:

#5 FortiClient VPN Setup - X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

4 |
Yes, I have read and accept the | |License Agreement Cancel

Clique em Install:
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#2 FortiClient VPN Setup — X

Ready to install FortiClient VPN

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Glnstall 4 I Cancel

Aceitar “Yes” ou “Sim” no aviso de Controle de Usudrio do sistema para seguir a instalagdo:

User Account Control X

Do you want to allow this app to make
changes to your device?

jr FortiClient

Verified publisher: Fortinet, Inc. ~
File origin: Hard drive on this computer

Show more details

Yes No

Finalizar a instalacdo clicando em Finish
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#7 FortiClient VPN Setup - X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

Apds Finalizar a instalagdo faga abertura do Forticlient da sua drea de trabalho, menu de
aplicativos ou da barra ao lado do relégio:

L

FortiClient 11:26 AM
VPN O O B DY 0000

Marcar a caixinha de selegao para aceitar os termos do software e em seguida “l accept” ou
“Aceitar”
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@ FortiClient - Zero Trust Fabric Agent e X

File View Help

@ FortiCl

Welcome to FortiClient VPN!

his is a free version of FortiClient VPN softy
Please upgrade to the licensed version for advanced features and technical
support

wvare with limited feature support

I acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues —
experienced while using this free software. ==

=

3. Configuracao
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Clique em configurar a VPN:

@ FortiClient - Zero Trust Fabric Agent = X

File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Configure VPN

Realize as configura¢des conforme abaixo:
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@ FortiClient - Zero Trust Fabric Agent

File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN SSI-VPN l I
Connection Name ‘ VPN - RIOPREVIDENCIA \
Description ‘ [
o Remote Gateway ‘vpn,rioprevidencia,rj.gov.br | [x]
Soeus \\“‘\«-“‘_ IElAdd Remote Gateway e
K\E_\\E‘K"‘ Customize port  [10443 |~

[ Single Sign On Settings~ [ Enable Single Sign On (SSO) for VPN Tunnel |
\=| Use external browser as user-agent for saml user authentication
[ Enable auto-login with Azure Active Directory

Client Certificate [ None v]
(] Enable Dual-stack IPv4/IPvé address

T —

Connection Name: VPN — RIOPREVIDENCIA
Remote Gateway: vpn.rioprevidencia.rj.gov.br
Marcar Customize Port: 10443

Marcar Enable Single Sign On (SSO) for VPN Tunnel

Clicar em Save.
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4. Conexao

Clicar em Connect:

@ FortiClient - Zero Trust Fabric Agent == X

File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name ‘ VPN - RIOPREVIDENCIA v
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Autenticar usando e-mail @rioprevidencia.rj.gov.br:

(Caso seja usudrio terceirizado, utilizar o seu email corporativo da empresa)

a" Microsoft
Sign in

usuario@rioprevidencia.rj.gov.br

Can't access your account?

Next

C% Sign-in options

Entrar com a senha:

Enter password

Forgot my password
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Aprovar e digitar o cddigo no seu aplicativo do celular Microsoft Authenticator:

I';_’, FortiClient SAML Authentication [Sign in to your account] (98 seconds)

=Ij Microsoft

Approve sign in request

@ Open your Authenticator app, and enter the number
shown to sign in

"

No numbers in your app? Make sure to upgrade to the

atest version.

Observagdo: Caso voceé utilize outro meio de autentica¢ao ele sera solicitado nesta
hora.

Depois de aprovar clicar em Yes.

Stay signed in?

Do this to reduce the number of times you are asked to
sign in.

|| Don't show this again

-
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OBS: Nao clicar na caixinha.

Automaticamente o cliente de VPN sera minimizado para bandeja do sistema, mas é
possivel abri-lo clicando duas vezes nele para verificar a conexao:

8:09 PM
11/17/2025

@A SCE DED

VPN conectada:

VPN Connected

———

N
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Para os usuarios que fardo acesso ao computador do Rioprevidéncia remotamente via
Area de trabalho remota do Windows, poderdo acessar a maquina remotamente
abrindo o menu iniciar e pesquisando “Conexdo de Area de trabalho Remota” ou

“Remote Desktop” em inglés.

e
E

area de trabalhc-|

S Tudo Aplicativos Documentos Web

Melhor correspondéncia

I g Conexio de Area de Trabalho Remota

Aplicativo

area de trabalho

Ver mais resultados da pesquisa
Configuragbes 14+
y$ Configuragbes da 4rea de trabalho rem...
(A) Escolher tela de fundo da 4rea de trabal...
ia Conexbes de RemoteApp e Area de Tra...
&/ Temas e configuragdes relacionadas
[? Layout do teclado do Narrador

Pesquisar na Web 10+

Q) area de trabalho remota - Ver mais resulta...
), area de trabalho 1

Q, area de trabalho windows 10
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Digitar o nome do computador completo, ou seja, por exemplo,
RPXXXXXVX.rioprevidencia.rj.gov.br

B} Conexdo de Area de Trabalho Remota — >

*5 Conex3o de
“>< Area de Trabalho Remota
Computadaor: -Dpreuidencia.rj.gw.br V|

Mome de usuaro:  Menhum especi...

Suas credenciais serdo exigidas quando vocé se conectar.
> Mostrar Opcies Conectar Ajuda

Clicar em conectar e digitar as credenciais:

% Remote Desktop Connection X

O Do you trust this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the remote
computer before you connect.

&l Type: Remote Desktop Connection
»*)

Remote computer: -.rioprevidencia.rj.gov br

[[] Dont ask me again for connections to this computer

¥ Show Details Connect
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Digitar no campo superior do usuario iniciando com RIOPREV\ apds contrabarra seu
login de rede e no campo abaixo sua senha:

Windows Security

Enter your credentials

These credentials will be used to connect to
rioprevidencia.rj.gov.br.

| RIOPREV\usuarid| X I

| Password I

D Remember me

Clicar em “Sim” ou “Yes”

% Remote Desktop Connection

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

5] Name in the certificate from the remote computer:
RPPEQFCBAVV6 rioprevidencia fj.gov br

Certificate emors
The following emors were encountered while validating the remote
computer's certificate:

/1. The certfficate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

Yes || MNo
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Por fim a conex3do estd estabelecida a Area de trabalho remota e ja é possivel acessar a
maquina.

Links uUteis:

Configurar Microsoft Authenticator:
https://aka.ms/mfasetup

Resetar Senha:
https://account.activedirectory.windowsazure.com/ChangePassword.aspx

Resetar Senha perdida:
https://passwordreset.microsoftonline.com/
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